
policies/[APPENDIX TO POLICY]Institutional Data Storage Standard.pdf


 


APPENDIX TO POLICY 


Institutional Data Storage Standard 
Related Policy: Data Security Policy 


What is Institutional Data? 


Institutional data is information created, collected, maintained, transmitted, or recorded by or for the college to conduct college business. It includes data used for planning, managing, 
operating, controlling, or auditing college functions, operations, and mission. 


It does not include personal data, which is information created, collected, maintained, transmitted, or recorded by college owned devices, media, or systems in accordance with the 
Computing Access Policy that is personal in nature and not related to college business. 


Institutional data includes, but is not limited to, information in paper, electronic, audio, and visual formats.. Institutional data is considered essential, and its quality must be ensured to 
comply with legal, regulatory, and administrative requirements.  


 


NOTE: Messiah College prohibits the use of personal accounts in the transmission or storage of institutional data. 


 


The following table provides information on approved locations for the storage of institutional data: 


Service Name Public 
Data 


Private 
Data 


Confidential 
Data 


SSNs FERPA HIPPA 


Department Drive (M:) Yes Yes Some ==> No Yes Yes 


User Drive (O:) Yes Yes Some ==> No Yes Yes 


Local PC Yes Yes Some ==> No 
Encryption and Data 


Administrator 
Approval required 


Encryption and Data 
Administration 


Approval required 


Removable Storage Yes No None ==> No No No 







Mobile Device Yes No None ==> No No No 


Email Yes Yes Some ==> No Yes1 No 


Microsoft 
Office 365 Yes No Some ==> No Yes2 No 


Google 
Apps for Education Yes No Some ==> No Yes3 No 


Canvas Yes Yes Some ==> No Yes No 


Qualtrics Yes Yes None ==> No No No 
 


 
1 GENERAL STATEMENT ON EMAIL - Email is an official means of College communication.  FERPA does not prohibit the use of email for transmitting FERPA-protected information to a student or authorized 
third-party.  However, like information disclosed over the telephone or via U.S. mail, information disclosed via email can inadvertently be disclosed to someone other than the intended recipient.  


Faculty and staff should use email with the amount of caution appropriate to (1) the level of sensitivity of the information being disclosed, (2) the likelihood of inadvertent disclosure to someone other than 
the intended recipient, and (3) the consequences of inadvertent disclosure to someone other than intended recipient.   


As a general rule, email should contain the least amount of FERPA-protected information as possible. The subject line of an email should not include FERPA-protected information. The body of an email 
should not contain highly sensitive FERPA-protected information, such as a student’s social security number. 


 
2 Microsoft's Enterprise Agreement for Office 365 provides compliance with the Family Educational Rights and Privacy Act (FERPA) . This means student information is protected and 
onshore data storage is ensured. As part of Messiah College's Office 365 agreement, Microsoft also won't mine individual data and will only access that data for troubleshooting needs or 
malware prevention. Office 365 customer data belongs to individuals and they can export their data at any time. 


Office 365 should not be used for highly-sensitive FERPA-protected information. 


 
3 Google Apps for Education complies with Family Educational Rights and Privacy Act (FERPA). Google Apps for Education services don't collect or use student data for advertising 
purposes or to create ads profiles. 


Google Apps for Education should not be used for highly-sensitive FERPA-protected information. 





		HIPPA

		FERPA

		SSNs

		Confidential Data

		Private Data

		Public Data

		Service Name
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	Messiah College Computing Access Policy


	
	
	



		Purpose




	Messiah College provides college-owned computers and a campus computer network, including access to the Internet, in order to assist students and employees in the completion of their academic pursuits and job duties, support the college's daily operations and long term goals, and further the educational purposes of the college. Use of these computers and the college network is subject to the terms of this Computing Access Policy, as well as to all applicable federal, state, and local laws and other policies of the college. Any violation of these standards may result in suspension of network access and/or additional disciplinary action consistent with established college student and employee disciplinary rules.


	The purpose of this policy is to promote the meaningful and productive use of Messiah College's computing resources in an efficient, ethical and lawful manner. The intent of these guidelines is to follow general standards of common sense and common courtesy. This policy provides an overview of uses of college computing resources without exhaustively enumerating all such uses and misuses. It is intended to complement existing college policies concerning academic honesty and the usage of facilities.


	All network and computer usage must be consistent with the Messiah College Statements of Faith, Community Covenant, Foundational Values, and Educational Objectives.	The Vice President of Information Technology (VP of IT) is responsible to carry out this policy, and to make referrals to appropriate administrative offices when necessary. Any exception to this policy must be approved by the VP of IT.


	


	

		Scope




	This policy applies to the use of all college-owned computers, the college campus computer network, and any other college computing and network resources. It is intended to be the primary college policy relative to appropriate use of computing resources. Any other such policies must be consistent with this policy.


	


	

		Policy



		College Ownership and Prerogatives
			Use of college-owned computers and the campus network and other communications systems is considered a privilege, not a right. The college reserves the right to limit, restrict, or extend computing/networking privileges and access to computer resources. It also reserves the right to remove or limit access to material posted on college-owned computers when applicable campus or college policies or codes, contractual obligations, or state or federal laws are violated. Electronic communications, including electronic mail, mailboxes, internet and the contents (subject to the intellectual property policies of the college) created or stored on any college computer/network related equipment, are the sole property of the college. Use of the college's computers/networks constitutes consent to monitoring of electronic communications, including electronic mail, mailboxes, internet usage, and the contents created or stored on any college computer/network related equipment, and is conditioned upon strict adherence to college policy.


		




	
				Appropriate Use
			Messiah College-owned computers and/or college-provided computer/network facilities may be used as follows:


					Use consistent with the educational mission and stated behavioral standards of Messiah College.

		Use for academic purposes, including education, research, communication, and college administration.

		Use by only college students, employees, and other persons specifically authorized by ITS.




		

		Social Responsibility
			Messiah College calls on everyone who is part of the college community to recognize the need for social responsibility. This includes but is not limited to the following implications:


					Being good stewards of the environment. Examples include but are not limited to:
						Using but not abusing the equipment provided, i.e. helping to make equipment last as long as possible.

		Being conservative in the use of supplies.




			

		Being respectful of others: Examples include but are not limited to:
						Ensure appropriate care is taken when using college owned or leased equipment and internal college information.

		Obey rules for the use of each specific computer lab, giving usage priority to different individuals based on Information Technology Services (ITS) discretion.




			

		Confronting one another to resolve problems by talking with each other, and as situations dictate, report problems to governing college personnel. Examples include but are not limited to:
						Accessing material on the internet that is inappropriate.

		Ignoring usage guidelines for a particular lab.

		Behaving in ways that could damage and/or disrupt access to college computing resources.




			




		

		Requirements
			Users must abide by all applicable laws and government regulations, comply with policies on the appropriate use of various college computing facilities, and operate within the limits articulated by the college for ethical and moral behavior. Examples include but are not limited to:


					Having appropriate status (staff, faculty, current students, alumni, etc.) and being properly authorized.

		Being familiar with, and adhering to, guidelines such as those found in the computer lab manual.

		Being in compliance with licensing agreements and copyright law related to software and other digital material.

		Using software or data in a manner that does not infringe on the rights of others. Specific examples include avoiding the production or propagation of material that is abusive, profane, or sexually, racially or religiously offensive; or material that may injure or harass someone else, or lead to civil or criminal liability as determined by a court of law.

		Using equipment connected to the college infrastructure to access off-campus resources (including materials on the internet) in a manner that is in compliance with the ethical and moral standards of the college. This includes the use of computers owned by the college and also personally owned computers connected to the college network. Examples include but are not limited to:



		Being careful to avoid inappropriate material on the internet.

		Respecting the copyrights on digital material such as music and video files.




			

		Minimizing personal use of college computing facilities such that usage is not excessive or contrary to the college's nonprofit purposes or stated standards.
			
		

		Prohibited Uses
		Employees and students are prohibited from using college-owned computers and/or college-provided computer/network services in ways that:


					Infringe on another individual's right to privacy or otherwise adversely affect members of the user community.

		Defame, harass, intimidate, or threaten any person.

		Are inconsistent with the academic mission and not-for-profit status of the college.

		Violate usage restrictions required by the college's software, hardware, ISP, or other technology licenses.

		Violate college policies or local, state, or federal statutes. Some examples of prohibited uses are:



		downloading offensive or derogatory material from the Internet

		duplicating copyrighted or licensed software, or using illegal copies of software*

		unauthorized use, duplication or sharing of copyrighted materials, such as music, images, text, multimedia, or commercial software*

		sending obscene, abusive, harassing or offensive communications, including initiating or forwarding electronic chain letters

		political advertising or campaigning

		gaining or attempting to gain unauthorized access to, or make unauthorized use of, another's individual ID and/or password, computer accounts, disks, files, equipment, networks, or facilities

		unauthorized access of remote computers via CCU network facilities

		unauthorized reading, copying, deleting, or modification of someone else's electronic materials including e-mail

		attempting to deceive other computer users through false representation, impersonation, anonymity, pseudonyms, spoofing, and other methods of hiding which are intended to cloak the true identity of a user in order to mislead

		attempting to defeat any security mechanisms, including automatic idle session timeouts, which have been put in place to protect the integrity of computer systems, information, and networks

		intentionally introducing harmful software or releasing a virus, worm, or other program that damages or otherwise harms a system or network

		intentionally damaging hardware, software, network equipment, security devices, or other technology resources

		interfering with any other person's fair use of computer systems

		compromising any computer system by releasing privileged or sensitive information, including personal passwords

		using the college network and/or personal web pages to offer goods or services of a business or commercial nature

		using the college network for any activity contrary to local, state, or federal laws, such as tampering with computer hardware or software, unauthorized entry into computer systems or computer data, willful vandalism or destruction of computer data or files, or any attempt to defeat college computer or network security systems

		establishing file-sharing, print-sharing or peer-to-peer services on any segment of the college campus network without approval and verification from ITS




			
		

		Illegal Copying of Software and Other Copyrighted Materials
		Respect for intellectual labor and creativity is vital to academic discourse and enterprise. This principle applies to works of authors, artists, and publishers in all media including text, music, images, software and other domains. It encompasses respect for the right to acknowledgement and the right to determine the form, manner, and terms of publication and distribution of one's work. Because electronic information is volatile and easily reproduced, respect for the work and personal expression of others is especially critical.
		Copyright infringement and unauthorized access to digital materials may be grounds for legal action. Use of illegally copied software or other materials is contrary to the spirit of stated behavioral expectations, undermines Messiah College's ability to negotiate favorable software agreements, and may result in legal action against the user as well as the college.
		Messiah College prohibits the illegal use of copyrighted materials. Under the terms of the Digital Millennium Copyright Act (DMCA), the college is committed to respond to lawful requests for information. Messiah College will not protect or defend a user against criminal investigations or lawsuits resulting from intentional copyright infringement.



		Enforcement
		Users of the college computing environment must abide by this policy and all other applicable Messiah College policies. At its own discretion, the college will enforce this policy. This includes, but is not limited to, the following implications:


					Violations of this policy will be referred to appropriate administrative offices for disciplinary action. Violators will be subject to disciplinary outcomes as outlined in the Student, Employee, and Community of Educators Handbooks. In addition to the other sanctions outlined in the handbooks, one possible outcome is the restriction or suspension of access privileges.

		Material (software, hardware or data) that is found to be in violation of this policy may be banned, confiscated, or otherwise eliminated from the college computing environment.




		



		Computing Access Policy		Last Revision: 7/23/2014
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	Messiah College Data Security Policy


	
	
	



		Purpose




		This policy identifies data security, retention requirements and responsibilities for proper management of College data and compliance with retention requirements, and defines penalties for violations.


		


	

		Definitions




		The following are definitions for terms used within the context of this policy:
		

		Data - any records or files in either electronic or printed format.

		Email - any transmission utilizing a College mail server or server that is provided by an external entity to the College for the purpose of electronic correspondence.

		User - any individual who utilizes any of the College's computer devices, computer networks or data in paper format.




		

	
	

		Data Classifications




		Data should be classified in the following categories:


				Public
				Defined as data, paper or electronic, that may or must be open to the general public. The disclosure, use or destruction of public data will have no adverse effects on the College nor carry any liability. Some examples of public data:
				

		College maps

		College newsletters

		College news





		Private
				Defined as data that is not required to be publicly disclosed. It includes information that the College is under legal or contractual obligation to protect. Private data may only be copied and distributed by authorized users within the College to authorized users. Distribution to external users may require a signed Confidential Information Addendum (found on the ITS Channel in MCSquare). Some examples of private data:
				

		Employment candidate and search information

		Prospective student information

		Donors to the College





		Confidential
				Defined as data that by law is not to be publicly disclosed. The recipients of confidential data have an obligation not to reveal the contents to any individual unless that person has authorized permission from the appropriate authority to access the data, and the person revealing such confidential data has specific authority to do so. Some examples of confidential data:
				

		Social security numbers

		Personally identifiable student/employee information

		Data of students who have requested privacy under FERPA








		
	

	

		Scope



This policy applies to all data, regardless of whether they are maintained in hard (paper) copy, electronically, or in some other fashion (including, but not limited to campus voicemail).  All employees should be knowledgeable of the applicable Records Retention and Data Destruction Schedule. Employees who acquire data outside of their own office/department should make a reasonable effort to be knowledgeable of the retention and destruction procedure for that data. The Records Retention and Data Destruction Schedule will be required to be updated annually (Fiscal Year).



	

		Policy



		Background
			The College is committed to the retention of its data in order to meet legal requirements, optimize use of space, minimize cost, and preserve the history of the College. The College is subject to a range of federal, state and local regulations regarding data retention and is required to maintain records accordingly. Each department should develop a data management plan appropriate for the particular data it maintains in cooperation with Human Resources (employee data), the Registrar's Office (student educational data), Student Affairs (student non-education data) and the Business Office (all financial and transactional data).



		Retention and Maintenance of Data
			The College requires that its data be maintained in a consistent and logical manner and be managed so that the College:
			

		Meets legal standards for protection, storage and retrieval.

		Protects the privacy of all Messiah entities as required by law.

		Optimizes the use of storage space (physical or virtual).

		Minimizes the cost of data retention.

		Destroys data as outlined in the Record Retention and Data Destruction (RRDD) schedule in an appropriate manner.





		Ownership
			All College data are the property of Messiah College regardless of their physical location, and as such, may not be permanently removed from the College nor destroyed except in accordance with the College's Records Retention and Data Destruction Schedule. All College data shall be maintained in a medium owned or controlled by the College. Offices/Departments that maintain College data are responsible for establishing appropriate data management procedures and practices. Each Provost/VP must do the following or delegate these tasks to an appropriate designee:
			

		Be familiar with, and reference, the College's Records Retention and Data Destruction Schedule to determine:
							the length of time a particular class of data must be maintained.

		the final disposition of a data.





		Be familiar with, and reference, specific office/department data management procedures and practices.

		Educate employees within the specific office/department in understanding sound data management practices.

		Control access to data to ensure its integrity.

		Coordinate the destruction of data as provided in the Records Retention and Data Destruction Schedule.









				Confidentiality Requirement
			All confidential and private data are subject to the Records Retention and Data Destruction Schedule. Such data are protected by federal, state and local statutes, including the Family Educational Rights and Privacy Act (FERPA), the Gramm-Leach-Bliley (GLB) Act, and the Health Insurance Portability and Accountability Act (HIPAA) and other regulations as applicable. In addition to statutory requirements, any data that contain anything confidential should be treated in accordance with the College's privacy and security policies.



		Preservation of Data Relevant to Legal Matters
			Any data that is relevant to any pending or anticipated litigation, claim, audit, agency charge, investigation or enforcement action shall be retained at least until final resolution of the matter. In these circumstances, Human Resources will notify relevant departments and work with employees to identify and preserve any data that could be relevant to the matter. This will include a directive that the relevant unit's normal record retention policies or protocols temporarily be suspended. Employees who become aware that an investigation or legal proceeding has commenced against their department or unit must promptly notify Human Resources so that all data with potential relevance to the investigation or legal proceeding can be preserved as necessary.



		Data Protection
			The College expects all employees and all vendors to use the following methods to protect the College's data assets.
			

		Paper Data



		Lock the door where the confidential or private data are located (if available), whenever room is unoccupied.

		Do not leave printed copies of confidential/private data in plain sight on desks or shelves.

		Close and lock filing cabinets containing confidential/private data when not in use.

		Lock doors in rooms that contain filing cabinets or document storage areas whenever room is unoccupied.




				

		Electronic Data



		Lock or log off the Computer workstation whenever leaving a workstation or if individuals who do not have authorized access to confidential information can see your screen.

		ITS will identify mechanisms that can be used to encrypt data.  All employees who handle confidential/private data are required to use prescribed encryption methods to protect the College's data.  Areas of concern include:
									Any private or confidential data downloaded or exported to a College-owned computer from College systems must be encrypted.

		Any private or confidential data transported off campus (e.g., Flash Drive, CD, External Hard Drive, etc.) must be encrypted.

		Confidential or private College data can only be stored on a College-owned system or a system contracted by ITS.








				

						Data Access
				All wireless data communication devices (e.g., personal computers, cellular phones, PDA's, etc.) connected to any of Messiah College's internal networks, including any form of wireless communication device capable of transmitting packet data, must conform to the following:
					

		Approved Technology: All wireless LAN access must use ITS-approved vendor products and security configurations. Non-ITS approved access points are not allowed to be installed unless an exception is granted by ITS.

		Encryption and Authentication: ITS requires authentication to all campus wireless networks and strongly suggests encryption. Only limited network resources are granted to devices that are not encrypted.





		Account Lockout
					There are two primary ways a user account will be locked:
					

		If a user enters an incorrect password five (5) consecutive times when attempting to log on to the Messiah network.

		If a user has not changed their password in six (6) months. This lockout will stay active until the user changes their password.





		Session Timeout
					After a specified duration of inactivity the computer will automatically timeout to a login screen; the user can either login with their password proceeding to where they left off, or logout of the computer entirely.



		Email Retention





		Background
					This section highlights specific security and retention matters that are directly applicable to email. The College maintains the right to monitor, delete, archive, move and/or access all email on the College's email system for legitimate business reasons, including monitoring employee performance, compliance with any applicable laws and industry regulations, and where there is reasonable suspicion of activities that may violate this or other College policies.



		Retention Length
					All items originated or received by or through the use of College email systems will be automatically deleted from the email system and the central email archive 3 years after the creation date.



		Email Archiving
					For both legal and resource reasons the College strongly recommends users do not maintain any items originated or received by, or through the use of, the College email system on any medium other than the campus email system.  Any user maintaining email data external to a campus email system will personally be held liable if it is maintained beyond the Record Retention and Data Destruction Schedule and is required to provide the contents if requested by the College or an outside entity in a legal proceeding (e.g., in a discovery procedure).






		
	
	
	

		Enforcement



The College may take such action as may be necessary in its discretion to address any violation(s) under this policy, including suspension or termination of a user's network account, and up to and including termination of employment or dismissal from the College. ITS may temporarily suspend or block access to an account when determined necessary to protect the integrity, security, or privacy of data, or to protect the College from liability. In addition, Messiah College reserves the right to limit or restrict the use of its computing and electronic communication resources when there is evidence of a violation of applicable College policies, contractual agreements, or federal, state or local laws. The College may refer suspected violations of applicable laws to the appropriate law enforcement agencies.


	
	
	
			Data Security Policy		Last Revision: 7/24/2014
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		Approval: College Council










policies/Email Account Policy.pdf


 


 
Email Account Policy Last Revision: 7/28/2014 
Author: Information Technology Services Initial Approval: 10/01/2001 


Approval: Information Technology Services Page 1 of 2 


 


Messiah College Email Account Policy 


I. Purpose 


The policy is to ensure consistent practices are followed with regards to college email accounts. The 


college currently provides e-mail accounts to all employees and students as well as other affiliates upon 


request and approval. 


II. Policy 


A. Background 


All correspondence through the College’s email system is the sole property of Messiah College. The 


College maintains the right to monitor, delete, archive, move and/or access all email on the College’s 


email system for legitimate business reasons, including monitoring employee performance, 


compliance with any applicable laws and industry regulations, and where there is reasonable suspicion 


of activities that may violate this or other college policies. The College does not maintain the primary 


email servers on campus and therefore does not control the physical location of email data storage 


handled through our agreement with Microsoft. 


B. Account Availability 


1. E-mail accounts for Alumni: 


This service is available through our Microsoft Hosted Exchange agreement.  


2. E-mail Accounts for Contractors: 


If deemed necessary, Information Technology Services (ITS) will provide email accounts for 


external contractors. These accounts are intended to be used to facilitate communication between 


college employees and individuals or companies who work closely with the college. The 


contractor's main college contact is responsible for all the training needs of the contractor. 


3. E-mail Accounts for Family Members: 


If deemed necessary, ITS will provide e-mail accounts for spouses and children of employees. The 


employee is responsible for all training and support to their family members. 


4. E-mail Accounts for Volunteers: 


If deemed necessary, ITS will provide email accounts for volunteers. These accounts are intended 


to be used to facilitate communication between college employees and individuals or companies 


who work closely with the college. The volunteer's internal college main contact is responsible for 


all the training and support needs of the volunteer. 


5. E-mail Accounts for Retired Employees: 


On an as needed basis, ITS will provide email accounts for retired employees.  


C. Account Removal 


1. Employees who leave Messiah College do not retain access to their email account and will have 


their account disabled unless permission is granted by the Vice President of Information 


Technology (VP of IT) to retain access. 
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2. Students upon graduating or transferring from Messiah College do not retain access to their email 


account and will have their account disabled unless permission is granted by the VP of IT to retain 


access. 


3. Email accounts are deleted after one year of being disabled. 
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  APPENDIX TO
  POLICY


  

		
  Institutional Data Storage
  Standard


  

		
  Related Policy: Data
  Security Policy


  

		
  What is
  Institutional Data?


  Institutional data is information
  created, collected, maintained, transmitted, or recorded by or for the
  college to conduct college business. It includes data used for planning,
  managing, operating, controlling, or auditing college functions, operations,
  and mission.


  It does not include personal
  data, which is information created, collected, maintained, transmitted, or
  recorded by college owned devices, media, or systems in accordance with the
  Computing Access Policy that is personal in nature and not related to college
  business.


  Institutional data includes, but is not limited to,
  information in paper, electronic, audio, and visual formats..
  Institutional data is considered essential, and its quality must be ensured
  to comply with legal, regulatory, and administrative requirements. 


   


  NOTE: Messiah College
  prohibits the use of personal accounts in the transmission or storage of
  institutional data.


   


  The following table provides information on approved
  locations for the storage of institutional data:


  
  		
    Service Name


    		
    Public Data


    		
    Private Data


    		
    Confidential Data


    		
    SSNs


    		
    FERPA


    		
    HIPPA


    

		
    Department Drive (M:)


    		
    Yes


    		
    Yes


    		
    Some ==>


    		
    No


    		
    Yes


    		
    Yes


    

		
    User Drive (O:)


    		
    Yes


    		
    Yes


    		
    Some ==>


    		
    No


    		
    Yes


    		
    Yes


    

		
    Local PC


    		
    Yes


    		
    Yes


    		
    Some ==>


    		
    No


    		
    Encryption and
    Data Administrator Approval required


    		
    Encryption and
    Data Administration Approval required


    

		
    Removable Storage


    		
    Yes


    		
    No


    		
    None ==>


    		
    No


    		
    No


    		
    No


    

		
    Mobile Device


    		
    Yes


    		
    No


    		
    None ==>


    		
    No


    		
    No


    		
    No


    

		
    Email


    		
    Yes


    		
    Yes


    		
    Some ==>


    		
    No


    		
    Yes1


    		
    No


    

		
    Microsoft

    Office 365


    		
    Yes


    		
    No


    		
    Some ==>


    		
    No


    		
    Yes2


    		
    No


    

		
    Google

    Apps for Education


    		
    Yes


    		
    No


    		
    Some ==>


    		
    No


    		
    Yes3


    		
    No


    

		
    Canvas


    		
    Yes


    		
    Yes


    		
    Some ==>


    		
    No


    		
    Yes


    		
    No


    

		
    Qualtrics


    		
    Yes


    		
    Yes


    		
    None ==>


    		
    No


    		
    No


    		
    No


    




  

  





 



1 GENERAL STATEMENT ON EMAIL - Email is an official means
of College communication.  FERPA does not prohibit the use of email for
transmitting FERPA-protected information to a student or authorized
third-party.  However, like information disclosed over the telephone or
via U.S. mail, information disclosed via email can inadvertently be disclosed
to someone other than the intended recipient. 



Faculty and staff should use
email with the amount of caution appropriate to (1) the level of sensitivity of
the information being disclosed, (2) the likelihood of inadvertent disclosure
to someone other than the intended recipient, and (3) the consequences of
inadvertent disclosure to someone other than intended recipient.  



As a general rule, email
should contain the least amount of FERPA-protected information as possible. The
subject line of an email should not include FERPA-protected information. The
body of an email should not contain highly sensitive FERPA-protected
information, such as a student’s social security number.



 



2 Microsoft's Enterprise Agreement for Office 365
provides compliance with the Family Educational Rights and Privacy Act (FERPA) . This means student information is protected and onshore
data storage is ensured. As part of Messiah College's Office 365 agreement,
Microsoft also won't mine individual data and will only access that data for
troubleshooting needs or malware prevention. Office 365 customer data belongs
to individuals and they can export their data at any time.



Office 365 should not be used for highly-sensitive
FERPA-protected information.



 



3 Google Apps for Education complies with Family
Educational Rights and Privacy Act (FERPA). Google Apps for Education services
don't collect or use student data for advertising purposes or to create ads
profiles.



Google Apps for Education should not be used for
highly-sensitive FERPA-protected information.
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8.38  ONLINE COURSE POLICIES [Administrative Updates, 1/7/11] 


 
8.38.1 Institutional Context 
8.38.1.1 Introduction. Online courses and programming involving significant online delivery 


can be educationally and pedagogically sound.  However, online course delivery will 
only actually be educationally and pedagogically sound if the courses are adequately 
designed, if the faculty are committed and adequately trained, if students and faculty 
are supported, if there is an adequate technological infrastructure, if there are policies 
in place to insure quality and efficiency of delivery, and if the courses are structured 
realistically into the College’s educational and financial planning.  


 
  This policy is written to assure that these standards for quality online programming 


are met. This policy addresses a variety of issues related directly to the development 
and teaching of online courses at Messiah College. Any related issues not covered by 
these policy statements are subsumed by other policies of the College. 


 
8.38.1.2 Definitions 
8.38.1.2.1 Online Course. A course where instruction is fully delivered via an electronic course 


management system, where classes meet virtually, not physically. 
8.38.1.2.2 Traditional/Classroom-based Course. A course where instruction is delivered via 


face-to-face meetings in a physical course delivery context (e.g., classroom). 
8.38.1.2.3 Blended Course. A course where instruction is delivered using components of both 


online and classroom-based courses and, hence, some face-to-face meeting time (e.g., 
seat time) is replaced by virtual instruction. 


8.38.1.2.4 Online Program. An academic program that contains only online courses. 
8.38.1.2.5 Hybrid Program. An academic program that contains both traditional/classroom-


based courses and online courses or blended courses. 
8.38.1.2.6 Electronic Media. Consisting of software, electronic courses, web pages, video and 


audio productions, CD-ROMs, DVDs, digital imagery, and other creations stored or 
published in electronic formats. 
 


8.38.1.3 Guiding Assumptions 
8.38.1.3.1 Online courses and blended courses will only be offered as part of the program 


design and financial plan of approved programs. Currently, online courses have been 
approved as a part of the Summer Session and graduate programs. 


8.38.1.3.2 At this time, the traditional, undergraduate program during fall and spring semesters 
will not offer online or blended courses. Messiah College expects the traditional, 
residential, undergraduate curriculum to be presented via classroom-based courses in 
a face-to-face manner (i.e., be delivered with the assigned seat time and/or contact 
hours.) 


8.38.1.3.3 The learning management system can be used to supplement a classroom-based 
course with resources or capabilities such as assignments, homework, discussion 
groups, tests and quizzes, and posting of lectures and presentations.   


8.38.1.3.4 At this time, the instructor of a classroom-based course may not exchange traditional 
classroom-based instructional hours for online instructional hours. 
 


8.38.2 Institutional Commitment 
8.38.2.1 Learning Management System. Messiah’s Learning Management System (LMS) is 







 COMMUNITY OF EDUCATORS HANDBOOK 
 Section 8: Academic Policies 


Messiah College  Date Published: January 2010 


Sakai. Sakai is an open-source LMS and is developed by the Sakai Foundation which 
is a non-profit corporation. Sakai staff provide technical support, speak at 
conferences about Sakai, and manage Sakai's own conferences and meetings. The 
Sakai Foundation Board includes members from the following colleges and 
universities: University of Cambridge, Marist College, Stanford University, Georgia 
Tech, University of Michigan, University of Cape Town, Indiana University, and 
Toronto University.  


 
  Sakai provides learning spaces for each course that allow faculty and students to 


collaborate asynchronously through Forums, Blogs, Email, and Wikis tools. It also 
provides the ability for faculty and students to communicate synchronously through a 
Chat tool. In some cases, however, a course will use a different LMS when it is 
pedagogically necessary to use a different system. For example, some courses in 
Modern Languages are taught through a web-based system hosted offsite by a 
publisher tailored for this disciplinary focus. The use of a system other than Sakai 
must be approved by the Associate Provost/Chief Information Officer. In addition to 
the LMS, some courses may use a synchronous component allowing for real time 
audio, video, shared whiteboard, and desktop sharing. 


 
8.38.2.2 The Organization and Administrative Structure for Online Education. The Associate 


Provost/Chief Information Officer gives administrative oversight to online education. 
The Director of Learning Technology Services reports to the Associate Provost/Chief 
Information Officer and provides direct oversight to the undergraduate and graduate 
online education. The Educational Technology Committee, chaired by the Associate 
Provost/Chief Information Officer, is the College’s standing committee that gives 
oversight to educational technology in general and online education in particular. The 
Educational Technology Committee reports both to the Community of Educators 
Senate and the College Council. The Faculty Services office provides a central 
location for faculty to obtain copyright clearance requests, learning management 
system training and assistance, test scoring, and word processing services. 
 


8.38.2.3 Information Security. The Chief Information Officer provides oversight for the 
College’s information security. This plan complies with the Family Education Rights 
and Privacy Act (FERPA) and the Gramm-Leach-Bliley Act (GLB Act). The intent is 
to guard against the unauthorized access to, or use of such information that could 
result in substantial harm or inconvenience to any student. The details of the 
College’s Data Security policies are available through MCSquare (the College’s 
portal). 


 
8.38.2.4 Copyright. Online transmission of course content that includes display and 


performance of copyrighted works is governed by the federal TEACH (Technology, 
Education and Copyright Harmonization) Act. TEACH allows an accredited, 
nonprofit educational institution to transmit performances and displays of 
copyrighted works as part of a course without prior permission from copyright 
holders if certain conditions are met. If these conditions are not or cannot be met, the 
copyrighted material may be used only if it qualifies as a “fair use” or prior 
permission from the copyright holders has been obtained. Works which are in the 
public domain may be used freely.  
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Each course will provide notice to students that materials used in connection with the 
course may be subject to copyright protection. Specifically, the notice will state, The 
materials on this course website are only for the use of students enrolled in this 
course for purposes associated with this course and may not be retained or further 
disseminated. 
 
In addition, technical safeguards will be in place before copyrighted works are 
transmitted as part of any online course. Possible safeguards may include password 
protection, limitation of the time that the material is posted, streaming of video, and 
use of HTML coding to prevent downloading and copying. Messiah College’s full 
copyright policy can be found in the Community of Educator’s Handbook. Helpful 
information can be found in “The Society for Cinema and Media Studies’ Statement 
of Best Practices for Fair Use in Teaching for Film and Media Educators.”  
Source: 17 U.S.C. 110(2); 117 U.S.C. 112(f); 
http://www.copyright.iupui.edu/teach_summary.htm; 
http://www.lib.ncsu.edu/scc/legisative/teachkit/overview.html; 
http://www.copyright.com/services/copyrightoncampus/basics/teach.asp 
 


8.38.3 Curriculum and Instruction 
8.38.3.1 Scope. To assure the coherent integration of online courses into the College, we have 


instituted the following policy: Online courses can only be delivered as a part of an 
approved program. In other words, while faculty can (and are encouraged to) use 
web-based pedagogies in traditional classroom settings, faculty members cannot 
simply choose to offer a course completely online. Online courses can only be 
offered when they are approved as a part of a particular academic program that has 
incorporated online courses into its educational and financial plan. Currently, online 
courses are only approved to be offered within the College’s Summer Session and in 
the proposed graduate programs. This policy allows the College to control the use of 
online education rather than having online education impact the instruction 
educationally and financially in unforeseen ways. 


8.38.3.2 Class Size Expectations. In many, if not most, cases the class size of an online course 
will be smaller than the size of the course when offered in a traditional classroom 
environment. 


8.38.3.3 Course Format. Faculty must deliver online courses through a College approved and 
supported learning management system. Sakai is currently the College designated 
learning management system. Exceptions must be approved in writing by the 
Associate Provost/Chief Information Officer. All online courses will be password 
protected and each student enrolled in the course will be given a user name and 
password to the course. 


8.38.3.4 Course Design and Syllabus. Basic parameters for online course design include (in 
summary form): 
• Courses must be developed using the Checklist for Online Courses established by 


the College and based on the Quality Matters model (see Standards and 
Approval for Online Delivery below).  


• Courses must meet the same course objectives and content standards as courses 
approved by the department within which the course is housed.  


• The course design for all courses offered online must be fully developed and 
approved by the Director of Learning Technology Services before they can be 
delivered. Once fully developed, courses must be updated and or modified as 
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necessary before being offered during a subsequent term (see Evaluation and 
Assessment – Review/Update/Deletion of Online Courses below).  


• All courses must be designed in accordance with the instructional time guidelines 
set by the State as interpreted by the College (see Instructional Time: 
Compliance with Pennsylvania Department of Education below). 


• Syllabi are required for online courses and must meet the content requirements as 
listed in the College’s policy found in the Community of Educator’s Handbook, 
Section 8.15. Course syllabi must be made available for posting to the web as 
soon as possible before the course begins. Each syllabus must provide a schedule 
for assignment completion to help pace the student through the course. Due to the 
nature of web-based courses, students need a guide and calendar for completion 
of assignments.  


• All courses must contain information directing students to appropriate resources 
for assistance (see Student Support below). This may be accomplished with a 
self-directed link from the course to the pertinent areas.  


• Faculty teaching online courses must enroll their Department Chair, Program 
Coordinator/Program Director, Associate Provost/Chief Information Officer, and 
the Director of Learning Technology Services in the courses to allow access for 
observation and evaluation. 


• Interaction must be provided that involves the students, the faculty member and 
the course content. An asynchronous online discussion forum, synchronous 
discussions, and student collaboration on projects through a wiki are examples of 
ways in which this interaction may occur. (See Instructional and Seat Time: 
Compliance with Pennsylvania Department of Education.) 


• All grades should be released to students as soon as possible within the LMS and 
are to be kept confidential. Students must be informed of the method for 
accessing their grades within the LMS. 


8.38.3.5 Instructional and Seat Time: Compliance with the Pennsylvania Department of 
Education. When courses are delivered online, consideration must be given to 
instructional time expectations. In other words, how does the normal “seat time” 
expectations within the traditional classroom based courses relate to courses 
delivered online? The Pennsylvania Department of Education has established 
guidelines for addressing this issue. Online courses at Messiah will be designed and 
delivered within these guidelines. 
 
These guidelines indicate “the required number of hours of classroom instruction for 
the amount of credit awarded.” Each college or university must ensure compliance 
with these guidelines in traditional classrooms as well as online courses. In short, 
“one college semester credit is defined as 14 hours of classroom instruction. A three-
credit semester based course would need to meet for 42 hours of rigorous college 
classroom instruction over the semester.” Thus each college must define “classroom 
instruction” and ensure the amount of time allocated to “classroom instruction” meets 
the minimum of 42 hours per 3 credit course. 
 
To identify high quality curricular content that is the equivalent of classroom 
instruction, the following should be considered. The activities that are the equivalent 
to classroom instruction would best be:  
• Directly related to the objectives of the course/program 
• Be measurable for grading purposes 
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• Have the direct oversight or supervision of the faculty member teaching the 
course 


• In some form be the equivalent of an activity conducted in the classroom  
 
The following activities are not the equivalent of Classroom Instruction as taken 
directly from the policy: 
• Homework assignments 
• The amount of time the student spends accomplishing a task 
 
Messiah College has established online activities that are equivalent to classroom 
instruction. All courses must be designed and delivered in accordance with this 
determination. 


 All tasks must relate directly to the course objectives. 
 All tasks involve faculty/student interaction. 


 
 Instructional Time 
Faculty supervised ice breakers = time required to participate 
Synchronous Instruction 


= time required to participate 
Digital Samba  (Lectures, Presentations, Discussions) 
Chat (Discussions, Question and Answer) 
Telephone (Discussions, Question and Answer) 


Presentations (Text, Audio, Video) that directly relates to the 
objectives of the course and provide stimulus for response 


= time required to review and 
respond 


Faculty supervised forums 


= time required to review and 
respond 


Reflection Paper or Article Review 
Presentations* 
Response to Specific Topics 
Analysis of Case Studies 


Video (lecture, clips, full length films) that provide stimulus 
for response 


= time required to review and 
respond 


Quizzes and tests when feedback is provided 
= time required to complete 
and receive feedback 


Student Creation and Sharing of Blogs, Journals, and Logs* 
= time required to read and 
provide feedback 


Collaboration/Group Work through the use of synchronous 
software or through the use if a wiki to research, problem 
solve, etc.* 


= time that instructor 
provides direction and 
feedback 


Field Trips, Tours, Web Quests that provide stimulus for 
response 


= time required to accomplish 
task 


Use of guest speakers through audio, video, or as part of a 
forum that provides stimulus for response 


= time required to review and 
respond 


For courses that have a lab component, those tasks that 
would normally be done in the (computer) lab 


= time required to accomplish 
task 


Research* 
= time that instructor 
provides direction and 
feedback 


*Time spent Blogging, Journaling, and recording in a log; Group Work that is 
unsupervised; any time that is spent researching and reading are NOT tasks that are 
Equivalent to Classroom instruction. 
 


8.38.3.6  Standards and Approval for Online Delivery. Online courses created from already 
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existing courses must meet the same course objectives and content standards as 
courses offered in a classroom-based format. The establishment of any new course 
(classroom-based or online) must be approved through normal governance 
procedures. In consultation with the Department Chair, interested faculty member, 
Program Coordinator, and /or Program Director, the Associate Provost/Chief 
Information Officer will make decisions on course proposals on the basis of the 
college’s curricular needs and available funds. In addition, the Associate 
Provost/Chief Information Officer will approve the implementation of all online 
courses based on the Checklist for Online Courses, established by the College based 
on the Quality Matters model – http://www.qualitymatters.org/Rubric.htm 
 


Checklist for Online Courses 
 
Training   
Introduction to Sakai Basic Navigation; Exposure to the Tools and their Purpose; 


Resources Adding/Removing documents 
Sakai Modules Use Test/Quizzes, Assignments, Gradebook and Forums 


Create a Course Create your own online course in Sakai one step at a time 
through this online course 


Digital Samba Synchronous software allowing for real time collaboration 
via audio and video 


Video/Audio Connect (Need VPN? – contact desktop support at Ext. 
4444), Create, Convert, Upload 


 


Home Page and Course Organization 
Access to Professor Provides instructions on how to communicate privately with 


the faculty member (Phone, Text, email/Messages) 
Access to Tech 
Support 


Provides link to Student Technology Support 


Copyright Statement Provides Copyright Protection Statement  


Tools (on menu bar)  Tools are refined; Tools and uses for each are explained to 
the students 


 


Syllabus and Calendar 
Complete Includes all required components 


Posted Posted as PDF 


Calendar Lists important dates; Consistent with Syllabus, 
Assignments, Forums 


 







 COMMUNITY OF EDUCATORS HANDBOOK 
 Section 8: Academic Policies 


Messiah College  Date Published: January 2010 


 


Tools in Sakai 
First Announcement Provides a welcome statement (letter, PowerPoint, video, 


etc.) introducing students to the course; Students are 
directed to the course syllabus; Faculty expectations and an 
Icebreaker are included 


Assignments 
*Student video 


assignments?


Provide detailed instructions including when and how to 
complete required work; Provide assessment rubrics  


Forums Provide detailed instructions on how to post, copy and paste 
text;  Provide an open forum for introductions and Q & A, 
Netiquette rules, and assessment rubrics 


Resources 
*ADA, Copyright, 
Uploading videos?


Organized in folders to reflect the learning objectives of the 
course (chronologically, by topic, etc,); Pictures and links to 
video files contain a text description of visual and transcript 
of audio; Properly cited  


Tests and Quizzes All items are created, tested and published 


Gradebook Lists all graded components and is organized 
chronologically, by due date or in categories; Gradebook 
items and course grade are released to students 


Messages For communication between and among faculty, students, 
and student groups 


Drop Box As applicable 


Library Link As applicable 


Digital Samba  
*as applicable


*Faculty Training Required. 
Provides a direct link to virtual room on Home Page (do not 
add to the menu bar) 


Navigation Clear, logical, consistent, efficient, and redundant 


 


Activities/Assignments Best Practices 
Expectations, 
Requirements and 
Standards 


Syllabus, Rubrics, and Assignment instructions clearly 
define all expectations and support learning objectives 


Dynamic and Interactive Assignments include participation in the creation, 
compilation, discovery, and communication of material 
- videos, discussions, peer evaluation, group projects, 
etc.  


Instructor/Student 
Interaction  


Faculty interacts daily in course (providing feedback, 
participating in Forum, etc.) 


Feedback  Clear and appropriate standards for response time are 
communicated in the course syllabus; Faculty member 
adheres to and often exceeds these standards providing 
complete, timely, friendly feedback 


Community Participation in Forums, Wiki, and other group projects 
as assigned are assessed and included in the course 
grade; Faculty member initiates, fosters, and guides 
open, personal communication 
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8.38.4 Faculty Support 
8.38.4.1 Training and Technological Support for Faculty 
8.38.4.1.1 Hardware and Software. Faculty teaching online courses will be provided with all 


necessary hardware and software required for the delivery of the course. 
8.38.4.1.2 Required Training. Faculty cannot simply move from traditional classroom-based 


instruction to online instruction. The fact that a faculty member has taught a course in 
the traditional format does not mean the traditional course has been adequately 
designed for online delivery or that the faculty member is qualified and prepared to 
offer the course online. Thus, all faculty members who teach an online course go 
through mandatory training. This involves both training in developing an online 
course and in the delivery of online courses. The Director of Learning Technology 
Services, in conjunction with the Associate Provost/Chief Information Officer, 
Information Technology Services, and Faculty Services, is responsible for arranging 
training and support for faculty developing and delivering online courses as well as 
those faculty members using technology to supplement their traditional courses.  
 
Faculty who will be delivering an online course for the first time at Messiah College 
are required to complete training via an online course where they will learn about the 
features of the College’s LMS and the pedagogy of an online environment. This 
course requires a commitment of a minimum of 20 hours. This training will enable 
faculty to develop their course. Moreover, each faculty member teaching an online 
course must meet with the Coordinator for Educational Technology to determine if 
the faculty member is prepared to teach online. 
 
Faculty taking the required training are compensated for this training at a fixed rate 
determined each year. Faculty will have the opportunity to take part in this training 
multiple times throughout the year, generally during the fall, spring or summer 
sessions. Faculty, who have received compensation for this initial training and course 
development, will also be compensated for any new course they develop for online 
delivery. 
 
Course development training, formal workshops, one-on-one support, and ongoing 
support related to trouble-shooting on demand will be provided throughout the year 
by the Director of Learning Technology Services and by Faculty Services. Faculty 
are encouraged to participate in the workshops and ask for support as needed to 
continue to grow in their knowledge of available technologies. We have found that 
one of the most valuable resources for training and ongoing development are the 
faculty themselves. A good number of faculty already have experience in teaching 
online. They have and will continue to be used as resource persons in the 
development and delivery of online courses. 


8.38.4.1.3 Course Delivery and Technical Support - A site within Messiah’s LMS, HELP (for 
faculty), is also available to faculty, providing tutorials, and documentation. Here, 
faculty will find links to resources and forums on the web providing a wealth of 
information on resources and pedagogy in an online environment. Faculty may use 
the Forum within this site for asynchronous discussions with their Messiah 
colleagues related to the online environment. 
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During the delivery of courses, person-to-person support is available between the 
hours of 8:00 a.m. and 11:00 p.m. (seven days a week). This support is available via 
instant messaging, phone, and email. Instructions on accessing this help are provided 
on the HELP (for faculty) site. 
 


8.38.4.2 Intellectual Property and the Ownership of Online Courses. College policy related to 
intellectual property and ownership of online courses is described in the Messiah 
College Intellectual Property Policy. Messiah’s full intellectual property policy can 
be found in the Community of Educator’s Handbook. 
 


8.38.5 Student Support 
8.38.5.1 Minimum System Requirements. The following list represents configurations that 


provide the best performance with our learning management system and synchronous 
software. These are the configurations the College is ready and able to support. 
Although students may find that other configurations may work as well, those 
configurations may not be supported by Academic Technology Services. 
 
Internet Connection Required: High speed or broadband cable 
Browser: Mozilla Firefox 3.0 or higher 
 
Operating System Version: 


 Windows ® (XP, Vista, Windows 7) 
 MAC (10.5 or higher) 


Processor: 2.0 – 4.0 GHz 
Memory (RAM): Minimum 2 GB or RAM 
Hard Disk Space: Minimum 40 GB of free space 
CD-ROM/CD-RW drive: DVD or combo drive helpful 
 
Office Suite: Ex., Microsoft Office 2007 or newer, OpenOffice 3.1, or Google Docs. 
Some courses will require additional software and/or hardware as it pertains to the 
instruction of the course. These additional requirements will be clearly spelled out in 
course syllabi. 


 
8.38.5.2 Technological Support for Students. Messiah College’s online course website offers 


links to tutorials on Sakai providing valuable information to students so that they may 
assess whether online courses are suited to their needs. The College’s LMS provides 
a help tool that is accessible on every page. In addition, within the LMS, students are 
instructed to join a HELP (for students) site that offers tutorials, documentation, and 
links to supporting resources, which are intended to make using the LMS seamless. 
Person-to-person support is available between the hours of 8:00 a.m. and 11:00 p.m. 
(seven days a week). This support is available via instant messaging, phone, and 
email. Instructions on accessing this help are provided on the HELP (for students) 
site. Links to this information are also available through a student’s course site. 


8.38.5.3 Library Access. Reference services are available from Librarians; hours and contact 
information are listed on the library website. Online course students have access via 
the Internet to online databases (including full-text articles) and the library catalog. 
Students can access the library through the Messiah College website or via McSquare 
or Sakai with their College login. Journal articles not available online can be 
requested through Interlibrary Loan and will be forwarded electronically to students. 
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Books owned by the library will be mailed to a student’s home address. Students may 
also present their Messiah College ID card at various Pennsylvania libraries to check 
out books from a local library. Students outside of Pennsylvania may visit their local 
college to see if they offer borrowing privileges. If in the area, students in online 
courses are always welcome to visit Messiah College’s Murray Library to do 
research, check out materials, or place ILL requests. 


8.38.5.4 Bookstore. All required textbooks and other required classroom materials for each 
course will be listed in the syllabus and also on the Campus Store website. Students 
can order their books online directly from the Textbook Express through the Campus 
Store website and have their orders delivered directly to their residence or pick them 
up at the College. Return policies will be clearly described on the Campus Store 
website. 


8.38.5.5 Academic Integrity Policy. Messiah College’s Academic Integrity Policy, which is 
referenced in all College syllabi and in the Student Handbook, has been amended to 
include the following examples of cheating: having someone else take the exam for 
you, using any kind of electronic mobile or storage devices, communicating via 
email, IM, or text messaging during an exam, using the internet, sniffers, spyware or 
other software to retrieve information or other students’ answers, purposely 
disconnecting from the internet to cause a lock on an online exam, etc. 
 
Prior to the submission of an assignment, students are required to acknowledge that 
they have read and understand the Messiah College Academic Integrity Policy and 
have neither given nor received any unauthorized aid in the completion of the 
assignment. 
 
Messiah College’s full Academic Integrity policy can be found in the Student 
Handbook. 
 


8.38.5.6 Admissions/Registration/Orientation/Advising 
8.38.5.6.1 Admissions. Students enrolling in online courses are expected to meet the same 


admissions requirements as students in classroom-based courses. Any non-
matriculated or other new student seeking to enroll in an online course(s) must first 
complete an application for admission. The Admission process and procedures are 
available online. 


8.38.5.6.2 Registration. Registration is available fully online. The directions and protocol for 
registration will be provided to each student who is accepted into a program. 


8.38.5.6.3 Orientation. Messiah College’s online course website offers links to tutorials on 
Sakai providing valuable information to prospective students so they may assess 
whether online courses are suited to their needs. In addition, prospective students will 
be able to use guest login to navigate through sample courses and a student help site 
providing documentation on the use of tools within Sakai. All of these features 
(tutorials, guest access, and technical support documentation) within our online 
website will be useful orientation for prospective students within both the graduate 
and undergraduate programs. 


8.38.5.6.4 Advising. The College provides advising services to degree seeking students. Any 
current full-time or part-time student who takes an online course will be advised 
during the established advising/registration process. Communication will occur via 
email, phone, and through synchronous software providing real-time audio and video.  
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Students who are not matriculated but accepted to take a course (whether online or 
classroom-based) are routinely given brief, descriptive advice by the Registrar’s 
Office as part of registration for a course. Any more detailed questions are currently 
and will continue to be directed to the appropriate department chair or program 
coordinator/program director. Communication will occur via email, phone, and 
through synchronous software providing real-time audio and video. 
 


8.38.5.7 Grievances. Students with the following grievances should follow the procedures as 
outlined in the Student Handbook on Messiah College’s website.  
• Americans with Disabilities Act - ADA 
• Harassment/Discrimination 
• Conflict with another student or employee of Messiah College 
• Grade Disputes 
• Other disciplinary actions 
 


8.38.5.8 Behavior Expectations. Students will be provided with a safe educational 
environment in which to participate in the community of a Messiah College course. 
The same behavior expectations that exist in a traditional classroom setting exist in 
an online course. Students are expected to be respectful of others in the class, being 
respectful of other member’s identity, communication style, and information that is 
provided to the class. Sending unsolicited communication to the course site or to 
other student’s email accounts is not permitted. Online course sites are to be used to 
communicate with others in the class in a manner that is cordial and for the purpose 
of meeting the course objectives. Students using a course site for purposes other than 
those indicated in the course syllabus may be removed from the course. Students that 
are aware of any infractions are instructed to report details of the infraction to the 
Associate Provost/Chief Information Officer. 


8.38.5.9 Americans with Disabilities Act (ADA). Students with disabilities requiring 
accommodation in classes, programs, or services can arrange for accommodations 
through the Office of Disability Services. Students are required to self identify, 
present current documentation of eligibility (generally no older than three to four 
years) and specify any needed accommodations. For on-line courses, the nature of the 
instructional process may require a different set of accommodations than those 
required for traditional courses. The College will actively work to assure that all 
course materials are available in a form that assures students full, equal access to 
content and instruction. Messiah College’s full ADA Policy can be found in the 
Student Handbook. 
 


8.38.6 Evaluation and Assessment 
8.38.6.1 Proctoring. Students in online courses may be required by the instructor to find and 


designate an approved proctor who will be responsible for administering 
examinations. The student will also be responsible for paying any fees required by 
the proctor. Unless the instructor specifies otherwise in the syllabus, the following 
steps are required when a proctor has been selected: 
• Well in advance of the first exam requiring a proctor, the student is responsible 


for ensuring that the proctor completes the Proctor Approval Form where the 
proctor states in writing to the instructor and Messiah College that he or she is 
employed as an instructor or administrator by a local college or university, 
community or public library, high school, or other public learning facility and 
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that they can fulfill the requirements for proctoring examinations for that course.   
• The Proctor Approval Form is mailed, scanned and emailed, or faxed back to the 


instructor for approval. 
• After each proctored examination, the proctor will complete a Proctor 


Verification Statement that indicates: 
o The student taking the exam presented them with a photo ID at the time of 


the exam;  
o The student finished the exam in the amount of time specified by the 


instructor; 
o The proctor was physically present during the entire time the student had the 


exam in his or her possession; and  
o The exam environment was otherwise secure. 


• The Proctor Verification Statement will be either faxed, mailed, or scanned and 
emailed to the instructor immediately following the exam. 


• One week in advance of each exam date an appropriate contact with the proctor 
will be made by the instructor to indicate instructions for the upcoming exam.   


• Proctors will send completed exams (if not completed in an online environment) 
directly to the instructor along with the Proctor Verification Statement verifying 
the integrity of the testing situation. Individual instructors and proctors will 
determine the appropriate method of delivery of the exams (web-based, e-mail, 
fax, standard mail, etc.). 


8.38.6.2 Course and Faculty Evaluations. Each new online course offered will be evaluated 
using the IDEA form (the assessment tool used for courses at Messiah College) as 
well as an additional assessment survey created specifically for online courses. The 
IDEA form instrument allows us to compare how the online delivery of courses 
compares to other similar courses in the IDEA national database and to our own other 
online courses. The IDEA form provides feedback on the instructor, pedagogical 
methods, and the effectiveness of both. The results will be reviewed by the Associate 
Provost/Chief Information Officer, the School Dean, and the director of the 
respective program. Faculty have the option of placing the results of these 
evaluations in their evaluation file. 
 
The survey created to assess online courses is based off a rubric produced by the 
Quality Matters (QM) project. This assessment allows students to provide feedback 
on the course’s online nature according to the following various characteristics: 
registration process, operation of the learning management system, quality of 
technical support, status of course completion, quality of syllabus, clarity of course 
objectives, quality of course organization, course structure/flow, course design, 
interaction with professor, interaction with other individual students, tests and 
quizzes, forums, projects, papers, and other interaction in groups. 
 
The first time each course is offered both instruments will be employed. All 
additional online offerings of a course will employ the student survey assessing the 
online course. The IDEA form must be employed every other time the course is 
offered. 
 


8.38.6.3 Review/Update/Archive/Deletion of Online Courses. The professor of an existing 
online course is responsible for reviewing and updating the course content according 
to policies established at the time of review. The purpose of the review is to ensure 
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that the courses meet the needs of changing technology and comply with all 
requirements listed in the Messiah College Online Course Policies.  
 
Courses will be available to instructors for four years before a course is deleted from 
the system. Automatic course deletions will occur twice a year in January and July 
and will affect courses that are more than four years old at that time. Instructors will 
be contacted via email notification at two months, one month, and one week prior to 
the course site being deleted. Notifications will remind instructors that courses are 
being deleted on the designated date and time and will provide explicit instructions 
for archiving courses and content. 
 


8.38.6.4 Program Evaluation and Assessment. Online education will be an integral part of our 
programming. Since all of our educational programming is a part of our Institutional 
Effectiveness/Program Review process, the online components of our programs will 
fall naturally into this program review and assessment process. 
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8.38  ONLINE COURSE POLICIES [Administrative Updates 9/9/14] 


 


8.38.1 Institutional Context 


8.38.1.1 Introduction. Online courses and programming involving significant online delivery 


can be educationally and pedagogically sound.  However, online course delivery will 


only actually be educationally and pedagogically sound if the courses are adequately 


designed, if the faculty are committed and adequately trained, if students and faculty 


are supported, if there is an adequate technological infrastructure, if there are policies 


in place to insure quality and efficiency of delivery, and if the courses are structured 


realistically into the College’s educational and financial planning.  


 


  This policy is written to assure that these standards for quality online programming 


are met. This policy addresses a variety of issues related directly to the development 


and teaching of online courses at Messiah College. Any related issues not covered by 


these policy statements are subsumed by other policies of the College. 


 


8.38.1.2 Definitions 


8.38.1.2.1 Online Course. A course where instruction is fully delivered via an electronic course 


management system, where classes meet virtually, not physically. 


 


8.38.1.2.2 Traditional/Classroom-based Course. A course where instruction is delivered via 


face-to-face meetings in a physical course delivery context (e.g., classroom). 


 


8.38.1.2.3 Blended Course. A course where instruction is delivered using components of both 


online and classroom-based courses and, hence, some face-to-face meeting time (e.g., 


seat time) is replaced by virtual instruction. 


 


8.38.1.2.4 Online Program. An academic program that contains only online courses. 


 


8.38.1.2.5 Hybrid Program. An academic program that contains both traditional/classroom-


based courses and online courses or blended courses. 


 


8.38.1.2.6 Electronic Media. Consisting of software, electronic courses, web pages, video and 


audio productions, CD-ROMs, DVDs, digital imagery, and other creations stored or 


published in electronic formats. 


 


8.38.1.3 Guiding Assumptions 


8.38.1.3.1 Online courses and blended courses will only be offered as part of the program 


design and financial plan of approved programs. Currently, online courses have been 


approved as a part of the Summer Session and graduate programs. 


 


8.38.1.3.2 At this time, the traditional, undergraduate program during fall and spring semesters 


will not offer online or blended courses. Messiah College expects the traditional, 


residential, undergraduate curriculum to be presented via classroom-based courses in 


a face-to-face manner (i.e., be delivered with the assigned seat time and/or contact 


hours.) 


 


8.38.1.3.3 The learning management system can be used to supplement a classroom-based 


course with resources or capabilities such as assignments, homework, discussion 


groups, tests and quizzes, and posting of lectures and presentations.  
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8.38.1.3.4 At this time, the instructor of a classroom-based course may not exchange traditional 


classroom-based instructional hours for online instructional hours. 


 


8.38.2 Institutional Commitment 
Learning Management System. Messiah’s Learning Management System (LMS) is 


Canvas. For more information about Canvas click here or visit: 


http://vimeo.com/74677642. To learn more about Canvas and its Executive Team 


click here or visit: http://www.instructure.com/executive-team.   


 


Canvas provides learning spaces for each course to allow faculty and students to 


collaborate both asynchronously and synchronously in a dynamic environment. In 


some cases, however, a course will use a different LMS, or additional applications, 


when it is pedagogically necessary to use a different system. For example, some 


courses in Modern Languages are taught through a web-based system hosted offsite 


by a publisher tailored for this disciplinary focus. The use of a system other than 


Canvas must be approved by the Associate Provost/Vice President of Information 


Technology. To supplement the LMS, some courses may use an additional 


synchronous component allowing for real time audio, video, shared whiteboard, and 


desktop. 


 


8.38.2.1                   Organization and Administrative Structures that Support Online Education. The 


Associate Provost for Graduate and Nontraditional Programs gives administrative 


oversight to online education for graduate programs and the undergraduate summer 


session. The Vice President of Information Technology/Associate Provost is 


responsible to provide infrastructure, systems, service personnel, and related training 


to support all educational programs offered by the college including online education.  


The Educational Technology Committee, chaired by the Director of Learning 


Technology Services, is the College’s standing committee that gives governance 


oversight to the use of educational technology in all educational programs. Learning 


Technology Services (LTS) supports both traditional and online education by 


providing Messiah College faculty, employees, and students with consulting, 


innovative and support services related to many technologies and media production.   


Various training workshops are offered on an ongoing basis and include instruction 


on the learning management system (LMS), Google applications, and video 


production.  In addition, LTS provides faculty members with copyright clearance 


services and testing scoring services. 


 


8.38.2.2 Information Security. The Vice President for Information Technology provides 


oversight for the College’s information security.  The goal is for all infrastructure, 


systems, services, and policies to comply with all applicable federal legislation 


related to information security and privacy including the Family Education Rights 


and Privacy Act (FERPA) and the Gramm-Leach-Bliley Act (GLB Act) among 


others. The intent is to guard against the unauthorized access to, or use of such 


information that could result in substantial harm or inconvenience to any student. The 


details of the College’s Data Security policies are available on the ITS Website. 


 


8.38.2.3 Copyright. Online transmission of course content that includes display and 


performance of copyrighted works is governed by the federal TEACH (Technology, 


Education and Copyright Harmonization) Act. TEACH allows an accredited, 


nonprofit educational institution to transmit performances and displays of 



http://vimeo.com/74677642

http://vimeo.com/74677642.

http://www.instructure.com/executive-team
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copyrighted works as part of a course without prior permission from copyright 


holders if certain conditions are met. For copyright details, click here. 


 


8.38.3 Curriculum and Instruction 


8.38.3.1 Scope. To assure the coherent integration of online courses into the College, we have 


instituted the following policy: Online courses can only be delivered as a part of an 


approved program. In other words, while faculty can (and are encouraged to) use 


web-based pedagogies in traditional classroom settings, faculty members cannot 


simply choose to offer a course completely online. Online courses can only be 


offered when they are approved as a part of a particular academic program that has 


incorporated online courses into its educational and financial plan. Currently, online 


courses are only approved to be offered within the College’s Summer Session and in 


graduate programs. This policy allows the College to control the use of online 


education rather than having online education impact the instruction educationally 


and financially in unforeseen ways. 


 


8.38.3.2 Class Size Expectations. In many, if not most, cases the class size of an online course 


will be smaller than the size of the course when offered in a traditional classroom 


environment. 


 


8.38.3.3 Course Format. Faculty must deliver online courses through a College’s approved 


and supported learning management system. Canvas is currently the College 


designated learning management system. Exceptions must be approved in writing by 


the Associate Provost/Vice President of Information Technology. All online courses 


will be password protected and each student enrolled in the course will be given a 


user name and password to the course. 


 


8.38.3.4 Course Design and Syllabus. Basic parameters for online course design include (in 


summary form): 


• Courses must be developed using the Expectations for Online Courses 


established by the College (see Standards and Approval for Online Delivery 


below).  


• Courses must meet the same course objectives and content standards as courses 


approved by the department within which the course is housed.  


• The course design for all courses offered online must be fully developed and 


approved by the Director of Learning Technology Services before they can be 


delivered. Once fully developed, courses must be updated and or modified as 


necessary before being offered during a subsequent term (see Evaluation and 


Assessment – Review/Update/Deletion of Online Courses below).  


• All courses must be designed in accordance with the instructional time guidelines 


set by the State as interpreted by the College (see Instructional Time: Compliance 


with Pennsylvania Department of Education below). 


• Syllabi are required for online courses and must meet the content requirements as 


listed in the College’s policy found in the Community of Educator’s Handbook. 


Course syllabi must be made available for posting to the web as soon as possible 


before the course begins but no later than one week before the class is scheduled 


to begin. Each syllabus must provide a schedule for assignment completion to 


help pace the student through the course. Due to the nature of web-based courses, 


students need a guide and calendar for completion of assignments.  



http://blogs.messiah.edu/its/archives/5185
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• All courses must contain information directing students to appropriate resources 


for assistance (see Student Support below). This may be accomplished with a 


self-directed link from the course to the pertinent areas.  


• Faculty teaching online courses should be aware that the following individuals 


have access to the courses for observation and evaluation: Department Chair, 


Program Director, Associate Provost/Vice President of Information Technology; 


Associate Provost for Graduate and Nontraditional Programs, and the Director of 


Learning Technology Services.  


 Interaction must be provided that involves the students, the faculty member and 


the course content. An asynchronous online discussion forum, synchronous 


discussions, and student collaboration on projects through a wiki are examples of 


ways in which this interaction may occur. (See Instructional and Seat Time: 


Compliance with Pennsylvania Department of Education.) 


• All grades should be released to students as soon as possible within the LMS and 


are to be kept confidential. Students must be informed of the method for 


accessing their grades within the LMS. 


 


8.38.3.5 Instructional and Seat Time: Compliance with the Pennsylvania Department of 


Education. When courses are delivered online, consideration must be given to 


instructional time expectations. In other words, how does the normal “seat time” 


expectations within the traditional classroom-based courses relate to courses 


delivered online? The Pennsylvania Department of Education has established 


guidelines for addressing this issue. Online courses at Messiah will be designed and 


delivered within these guidelines. 


 


These guidelines indicate “the required number of hours of classroom instruction for 


the amount of credit awarded.” Each college or university must ensure compliance 


with these guidelines in traditional classrooms as well as online courses. In short, 


“one college semester credit is defined as 14 hours of classroom instruction. A three-


credit semester based course would need to meet for 42 hours of rigorous college 


classroom instruction over the semester.” Thus each college must define “classroom 


instruction” and ensure the amount of time allocated to “classroom instruction” meets 


the minimum of 42 hours per 3 credit course. 


 


To identify high quality curricular content that is the equivalent of classroom 


instruction, the following should be considered. The activities that are the equivalent 


to classroom instruction would best be:  


• Directly related to the objectives of the course/program 


• Be measurable for grading purposes 


• Have the direct oversight or supervision of the faculty member teaching the 


course 


• In some form be the equivalent of an activity conducted in the classroom  


 


The following activities are not the equivalent of Classroom Instruction as taken 


directly from the policy: 


• Homework assignments 


• The amount of time the student spends accomplishing a task 


 


Messiah College has established online activities that are equivalent to classroom 


instruction. All courses must be designed and delivered in accordance with this 


determination. 
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 All tasks must relate directly to the course objectives. 


 All tasks involve faculty/student interaction. 


 
 Instructional Time 


Faculty supervised ice breakers = time required to participate 


Synchronous Instruction 


= time required to participate 


Adobe Connect or other live session tool  (Lectures, 


Presentations, Discussions) 


Chat (Discussions, Question and Answer) 


Telephone (Discussions, Question and Answer) 


Presentations (Text, Audio, Video) that directly relates to the 


objectives of the course and provide stimulus for response 


= time required to review and 


respond 


Faculty supervised forums 


= time required to review and 


respond 


Reflection Paper or Article Review 


Presentations 


Response to Specific Topics 


Analysis of Case Studies 


Video (lecture, clips, full length films) that provide stimulus 


for response 


= time required to review and 


respond 


Quizzes and tests when feedback is provided 
= time required to complete 


and receive feedback 


Student Creation and Sharing of Blogs, Journals, and Logs 
= time required to read and 


provide feedback 


Collaboration/Group Work through the use of synchronous 


software or through the use of a wiki to research, problem 


solve, etc. 


= time that instructor 


provides direction and 


feedback 


Field Trips, Tours, Web Quests that provide stimulus for 


response 


= time required to accomplish 


task 


Use of guest speakers through audio, video, or as part of a 


forum that provides stimulus for response 


= time required to review and 


respond 


For courses that have a lab component, those tasks that 


would normally be done in the (computer) lab 


= time required to accomplish 


task 


Research 


= time that instructor 


provides direction and 


feedback 


 


Time spent Blogging, Journaling, and recording in a log; Group Work that is 


unsupervised; any time that is spent researching and reading are NOT tasks that are 


Equivalent to Classroom instruction. 


 


8.38.3.6 Standards and Approval for Online Delivery. Online courses created from already 


existing courses must meet the same course objectives and content standards as 


courses offered in a classroom-based format. The establishment of any new course 


(classroom-based or online) must be approved through normal governance 


procedures that begin with either the Curriculum Committee, General Education 


Committee or Graduate Council.  In addition, the Vice President for Information 


Technology/Associate Provost and/or Associate Provost for Graduate and 


Nontraditional Programs (as applicable) will approve the implementation of all 


online courses based on the following expectations for Online Courses, established 


by the College.  
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MESSIAH COLLEGE EXPECTATIONS FOR ONLINE COURSES 


 


ORIENTATION (provided by Learning Technology Support) 


  Completed 


Introduction to Canvas Introduction & Canvas Guides.  Basic navigation and 


organization of course.  Settings for profile and notifications.  


Added to GRAD LS Site / Summer online as applicable 


 


 Minimum Tools for Canvas Home, Announcements, Modules, Conferences, Discussions, 


Assignments, People, Grades, and Quizzes (if applicable) 
 


Adobe Connect/Conferences 


(Big Blue Button) 


Synchronous software allowing for real time collaboration via 


audio and video 
 


Video/Audio Create, convert, and upload videos  


COURSE ORGANIZATION 


  Completed 


Home Page   


 Access to Professor Provides instructions on how to communicate privately with the 


faculty member (phone, text, email, messaging) 
 


 Access to Tech Support Provides link to Student Technology Support  


 Copyright Statement Provides copyright protection statement  


 Library Link Provides as applicable  


 Adobe Connect Provides a direct link to a virtual room, if applicable  


 Tools List of tools is refined to include only those being used  


Syllabus   


 Complete Uses template.  Includes Instructional / Non-instructional hours 


chart, weekly schedule, etc.  See COE Handbook, Section 8.15 


(undergraduate) or Section 10.13 (graduate). 


 


 Posted Syllabus is posted as a link on the home page when the course 


site opens one week before the course is scheduled to begin. 
 


Content   


 Introduction /  


1
st
 Announcement 


Provides a welcome statement (letter, PowerPoint, video, etc.) 


introducing students to the course; Students are directed to the 


course syllabus; Faculty expectations of their students and a non-


graded opportunity to engage students (such as an introduction 


discussion) are included. 


 


 Assignments Should provide a detailed explanation within the assignment 


instructions regarding when and how to complete required work; 


Should provide assessment rubrics.  All assignments have an 


associated submission type when the course is created (text, 


website URLs, media recordings (audio or video) or file 


uploads). 


 


 Discussions Provides netiquette rules and detailed instructions on how to post, 


typically as part of the first discussion post or in the Resource 


Module.  Provides an open forum for course Q & A. 


 


 Quizzes All items are created, tested and published.  


 Grades List all graded components.  Make sure the course grading 


scheme is edited to match syllabus. 
 


 Modules  


(Weekly  and Resource) 


Course is set up in weekly modules corresponding to the number 


of weeks in the class. Resources are housed in a module (Week 0 


or Module 0 – before the other Modules) 
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8.38.4  Faculty Support 


8.38.4.1  Training and Technological Support for Faculty 


8.38.4.1.1  Hardware and Software. Fulltime faculty teaching online courses will be provided 


with all necessary hardware and software required for the delivery of the course. 


 


8.38.4.1.2  Required Training. Faculty who will be delivering an online course for the first time 


at Messiah College are required to complete online training through the Department 


of Learning Technology Services prior to the start of their first online class.  


 


8.38.4.1.3 Additional Support. Technological support is available to all faculty during the days 


and times listed on the Information Technology Services (ITS) homepage.  Faculty 


also have access to technical support (i.e. tutorials, help functions, etc.) through the 


ITS website and ITS blog. 


 


8.38.4.2  Intellectual Property and the Ownership of Online Courses. College policy related to 


intellectual property and ownership of online courses is described in the Messiah 


College Intellectual Property Policy within this handbook.  


 


8.38.5  Student Support 


8.38.5.1 Minimum System Requirements. Student technology recommendations are described 


on the ITS website. These guides have been established to best equip students to have 


an optimal technological experience in online courses.  


 


8.38.5.2 Technological Support for Students. Technological support is available to all students 


during the days and times listed on the Information Technology Services (ITS) 


homepage.  Students also have access to technical support (i.e. tutorials, help 


functions, etc.) through the ITS website and ITS blog. 


 


8.38.5.3 Library Access. Reference services are available from Librarians; hours and contact 


information are listed on the library website. Online course students have access via 


the Internet to online databases (including full-text articles) and the library catalog. 


Students can access the library through the Messiah College website or via McSquare 


or Canvas with their College login. Journal articles not available online can be 


requested through Interlibrary Loan and will be forwarded electronically to students. 


Books owned by the library will be mailed to a student’s home address. Students may 


also present their Messiah College ID card at various Pennsylvania libraries to check 


out books from a local library. Students outside of Pennsylvania may visit their local 


college to see if they offer borrowing privileges. If in the area, students in online 


courses are always welcome to visit Messiah College’s Murray Library to do 


research, check out materials, or place ILL requests. 


 


8.38.5.4 Bookstore.  


8.38.5.4.1 Undergraduate. All required textbooks and other required classroom materials for 


each course will be listed in the syllabus and also on the Campus Store website. 


Students can order their books online directly from the Textbook Express through the 


Campus Store website and have their orders delivered directly to their residence or 


pick them up at the College. Return policies will be clearly described on the Campus 


Store website.   


 


8.38.5.4.2 Graduate.  All required textbooks and other required classroom materials for each 


course will be listed in the syllabus and also on the Neebo Connect website, Messiah 



http://www.messiah.edu/info/20154/information_technology_services/198/student_computer_services_scs

http://www.messiah.edu/offices/its/role/current_student/pc_recommendation.htmll

http://www.messiah.edu/offices/its/role/current_student/index.html
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College’s partner for graduate textbooks.  No graduate textbooks are sold in the 


Campus Bookstore.  Ordering instructions and return policies are clearly described 


on the Neebo Connect website. 


 


8.38.5.5 Academic Integrity Policy. Messiah College’s Academic Integrity Policy, which is 


referenced in all College syllabi and in the Student Handbook, has been amended to 


include the following examples of cheating: having someone else take the exam for 


you, using any kind of electronic mobile or storage devices, communicating via 


email, IM, or text messaging during an exam, using the internet, sniffers, spyware or 


other software to retrieve information or other students’ answers, purposely 


disconnecting from the internet to cause a lock on an online exam, etc. 


 


Messiah College’s full Academic Integrity policy can be found in the Student 


Handbook. 


 


8.38.5.6 Admissions/Registration/Orientation/Advising 


8.38.5.6.1 Admissions. Students enrolling in online courses are expected to meet the same 


admissions requirements as students in classroom-based courses. Any non-


matriculated or other new student seeking to enroll in an online course(s) must first 


complete an application for admission. The Admission process and procedures are 


available online. 


 


8.38.5.6.2 Registration. Registration is available fully online. The directions and protocol for 


registration will be provided to each student who is accepted into a program. 


 


8.38.5.6.3 Orientation. Tutorials, located from the ITS website, provide a wealth of information 


about Canvas.  In addition, faculty members often embed video tutorials that are 


specific to the task within the course.  This provides the information to the student 


where and when the student needs it. 


 


8.38.5.6.4 Advising. The College provides advising services to degree seeking students. Any 


current full-time or part-time student who takes an online course will be advised 


during the established advising/registration process. Communication will occur via 


email, phone, and through synchronous software providing real-time audio and video.  


 


Students who are not matriculated but accepted to take a course (whether online or 


classroom-based) are routinely given brief, descriptive advice by the Registrar’s 


Office as part of registration for a course. Any more detailed questions are currently 


and will continue to be directed to the appropriate department chair or program 


director. Communication will occur via email, phone, and through synchronous 


software providing real-time audio and video. 


 


8.38.5.7 Grievances. Students with the following grievances should follow the procedures as 


outlined in the Student Handbook on Messiah College’s website.  


• Americans with Disabilities Act - ADA 


• Harassment/Discrimination 


• Conflict with another student or employee of Messiah College 


• Grade Disputes 


• Other disciplinary actions 
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8.38.5.8 Behavior Expectations. Students will be provided with a safe educational 


environment in which to participate in the community of a Messiah College course. 


The same behavior expectations that exist in a traditional classroom setting exist in 


an online course. Students are expected to be respectful of others in the class, being 


respectful of other member’s identity, communication style, and information that is 


provided to the class. Sending unsolicited communication to the course site or to 


other student’s email accounts is not permitted. Online course sites are to be used to 


communicate with others in the class in a manner that is cordial and for the purpose 


of meeting the course objectives. Students using a course site for purposes other than 


those indicated in the course syllabus may be removed from the course. Students that 


are aware of any infractions are instructed to report details of the infraction to the 


Associate Provost/Vice President of Information Technology. 


 


8.38.5.9 Americans with Disabilities Act (ADA). Students with disabilities requiring 


accommodation in classes, programs, or services can arrange for accommodations 


through the Office of Disability Services. Students are required to self -identify, 


present current documentation of eligibility (generally no older than three to four 


years) and specify any needed accommodations. For on-line courses, the nature of the 


instructional process may require a different set of accommodations than those 


required for traditional courses. The College will actively work to assure that all 


course materials are available in a form that assures students full, equal access to 


content and instruction. Messiah College’s full ADA Policy can be found in the 


Student Handbook. 


 


8.38.6 Evaluation and Assessment 


8.38.6.1 Proctoring. Students in online courses may be required by the instructor to find and 


designate an approved proctor who will be responsible for administering 


examinations. The student will also be responsible for paying any fees required by 


the proctor. Unless the instructor specifies otherwise in the syllabus, the following 


steps are required when a proctor has been selected: 


• Well in advance of the first exam requiring a proctor, the student is responsible 


for ensuring that the proctor completes the Proctor Approval Form where the 


proctor states in writing to the instructor and Messiah College that he or she is 


employed as an instructor or administrator by a local college or university, 


community or public library, high school, or other public learning facility and 


that they can fulfill the requirements for proctoring examinations for that course.   


• The Proctor Approval Form is mailed, scanned and emailed, or faxed back to the 


instructor for approval. 


• After each proctored examination, the proctor will complete a Proctor 


Verification Statement that indicates: 


o The student taking the exam presented them with a photo ID at the time of 


the exam;  


o The student finished the exam in the amount of time specified by the 


instructor; 


o The proctor was physically present during the entire time the student had the 


exam in his or her possession; and  


o The exam environment was otherwise secure. 


• The Proctor Verification Statement will be either faxed, mailed, or scanned and 


emailed to the instructor immediately following the exam. 


• One week in advance of each exam date an appropriate contact with the proctor 


will be made by the instructor to indicate instructions for the upcoming exam.   
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• Proctors will send completed exams (if not completed in an online environment) 


directly to the instructor along with the Proctor Verification Statement verifying 


the integrity of the testing situation. Individual instructors and proctors will 


determine the appropriate method of delivery of the exams (web-based, e-mail, 


fax, standard mail, etc.). 


 


8.38.6.2 Course and Faculty Evaluations. All online courses will be evaluated using the online 


IDEA form (the assessment tool used for courses at Messiah College). The IDEA 


form instrument allows us to compare how the online delivery of courses compares to 


other similar courses in the IDEA national database and to our own other online 


courses. Faculty will have the option of placing the results of these evaluations in 


their evaluation file. 


 


8.38.6.3 Review/Update/Archive/Deletion of Online Courses. The professor of an existing 


online course is responsible for reviewing and updating the course content according 


to policies established at the time of review. The purpose of the review is to ensure 


that the courses meet the needs of changing technology and comply with all 


requirements listed in the Messiah College Online Course Policies.  


 


Courses will be available to instructors for three years before a course is deleted from 


the system. Automatic course deletions will occur twice a year in January and July 


and will affect courses that are more than three years old at that time. Instructors will 


be contacted via email notification at two months, one month, and one week prior to 


the course site being deleted. Notifications will remind instructors that courses are 


being deleted on the designated date and time and will provide explicit instructions 


for archiving courses and content. 


 


8.38.6.4 Program Evaluation and Assessment. Online education will be an integral part of our 


programming. Since all of our educational programming is a part of our Institutional 


Effectiveness/Program Review process, the online components of our programs will 


fall naturally into this program review and assessment process. 







policies/scripts/currentdate.js
// current date - from http://rainbow.arch.scriptmania.com/scripts
// Array of day names
var monthNames = new Array("January","February","March","April","May","June","July",
                           "August","September","October","November","December");

var dt = new Date();
var y  = dt.getYear();

// Y2K compliant
if (y < 1000) y +=1900;

document.write(monthNames[dt.getMonth()] + " " + dt.getDate() + ", " + y);




policies/Thumbs.db

